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How to access a secure message sent to you as encrypted PDF file (KickMail PDF)
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First time you receive a secure e-mail from Boehringer Ingelheim you have to activate your
account. Therefore you receive a notification in your mailbox with the subject “[Boehringer
Ingelheim Secure Messaging System] Activate Your Account” Please follow the embedded link
for activation. Enter a self-created password, choose and answer a security question, select your
preferred delivery type (default type is KickMail PDF) and accept the “Terms of Use”. When your
account is activated properly you will receive the secure messages in your regular mailbox.

How a message appears in your mailbox

Once your account is activated properly you will receive only a notification of a new secure
message in your regular mailbox. The notification contains a secure attachment in the format
SecureMail_20xxxxxx.pdf .

[Boehringer Ingelheim Secure E-Mail System] FW: Message to show how to access secure messages

E Von:

SecureMail_201.. Mehr Speicherplatz fir Anhange

Benachrichtigung von "Boehringer Ingelheim Secure E-Mail System”.
Sie haben eine neue vertrauliche Nachricht.
Von:

Betreff: FW: Message to show how to access secure messages
Datum: 07.10.2014 10:35

Save this attachment on your computer.
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Open the Secure Mail

Navigate to the destination where the file is located and open it by double click.

E SecureMail_201409131359, pdf
'@ SecureMail_201409131902, pdf
@ SecureMail_201409131908, pdf
T SecureMail_201409261501.pdf
'@ SecureMail_201410012132, pdf

13.09.2014 13:59
13.09.2014 19:03
13.09.2014 12:09
26.09.2014 15:03
01.10.2014 21:34

Adobe Acrobat Doc...
Adobe Acrobat Doc...
Adobe Acrobat Doc...
Adobe Acrobat Doc...
Adobe Acrobat Doc...

2.251¢%B
134 KB
1.189 KB
806 KB
47KB

It is recommended to use the ADOBE READER to open the PDF file. This reader provides all

features you might need to proceed with the message.

You will be prompted to enter your password:

ADOBE® READER X

Open a Recent File

Password

0 ll

E| Open_a_Secure_Message_KickMail_HTML, pdf

‘SecureMail_201410012132...." is protected. Please enter a Document Open Password.

X

Enter Password: ||

OK

Cancel

@ Open..

Enter Password and click OK. In case it fails please consider the next topic. You have to use the

password which was valid at the creation point of the message. See the next section to find

information about your Password History.

For public use
Version: 1.0

Page 2 of 6
Date: 12. Dec 2014



Boehri
vy @ne,

ified Communications

How to access a secure message sent to you as encrypted PDF file (KickMail PDF)

Check your Password History

Please note: If you own older secure e-mails you have to use the password which was valid at
the creation point of the message to open it.

To review your old passwords enter the website https://smail.boehringer-ingelheim.com .Put in
your current credentials and login. Navigate to Settings tab and check your Password History.

™ Boehringer
”l Ingelheim

b4 Mail % Settings ¢ Logout (* 3)

Password History

Delivery Options from until password

9/25/2014 2:48 PM 9/25/2014 2:50 PM
Signature

9/25/2014 2:53 PM 10/1/2014 9:19 AM
Change Password
Security Question

Boehringer Ingelheim Z = I"ji:'f_ i:(:_ O |'_l
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Proceed the message
If your authentication was successful the message will open within the pdf reader application
(e.g. ADOBE READER) in this style:

E SecureMail_201410012132.pdf (SECURED) - Adobe Reader - Dlll
File Edit View Window Help k

*
888+ o[  O® -] HD]|ow|s
\LEIAnachments

Confidential Message

@ =R Open &s

-

P - export.msg

) Mappel adsx
a reply.html Subject: Message to show how to access secure messages
] Test_document.dacx Date: Oct 1, 2014 9:32 PM

Boehringer
@Test_dncument.pdf |||||

Ingelheim

Attachments: Please use the attachments panel below.

) Wt shem proma st dosermrt it Adcbre Famter |

This message is used to show how to open a secure mail and how to access embedded attachments.

Within the Attachments panel you will find the embedded attachments of the message and
some further options to proceed with this message. Other pdf file reader applications might
appear in a different style. The way to proceed is similar.

export.msg

Double click this option will export the secure message to a Windows.msg file like Outlook. It
will open automatically if an appropriate application is available on your computer. The
message will appear as an unsecured plain message which contains all attachments.

| | H ] D 4 ¥ |: Message to show how to access secure messages - Machricht (HTML) = B B
Datei. Nachricht [}5 o @
- 3 Regeln Als ungelesen markieren e (5]
Ignarieren [ i\ [ i\k [ .% aBesprechung =l - — - u-’ '-
ﬁ o _'—I 'j OneMote ,— Kategorisieren = é?) - _'%
N
Loschen | Antworten  Allen  Weiterleiten #f i - Verschieben Ubersetzen Zoom
&Junk LA antworten UG 2] Aktionen ~ | ¥ Nachverfolgung ~ by =
Laschen Antworten Verschieben Kategorien El Bearbeiten Zoom
Von: Gesendet: Mi01.10.2014 21:32
An:

Co
Betreff: Message to show how to access secure messages
| Machricht | '@Test_document.pdf @__]Test_document.doc( Izl__jl\-'lappel.xlsx

This message is used to show how to open a secure mail and how to access embedded attachments.

For public use

Page 4 of 6
Version: 1.0

Date: 12. Dec 2014



Boehri
"II InO;elﬂ;ﬁr .ne BI

fied Commumcatlons

How to access a secure message sent to you as encrypted PDF file (KickMail PDF)

reply.html

Double click this option forwards you to the customer portal with the ability to Reply to the
sender or to Reply to all. You can compose your reply and send it in a secured way to the
recipients.

You can add additional recipients ( 1 ). Separate the e-mail addresses by semicolon < ; > or
comma <, >. Only Bl recipients or registered Boehringer Ingelheim secure mail system users
are allowed.

2 Mail # Settings @ Logout

Reply Cancel m
Q To:

Copy (CC):

Blindcopy (BCC):

Subject: Re:

Text: o~ B I 1T ~

ic
[»
1]
[
il
i
i
S
3

@( Eind regards I

Add attachment: 6{, file selected Browse Aftach Fils @

If you like to add a permanent signature ( 2 ), navigate to the Settings tab and enter the

Signature section. Here you can add your personal signature. It will automatically appear in all
your composed messages.
To add attachments ( 3 ) browse your computer and attach the files.
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Embedded Attachments (in this example Mappel.xlsx, Test_document.docx,
Test_document.pdf)

E SecureMail_201410161407.pdf (SECURED) - Adobe Reader
File Edit View Window Help
Be=| Lolo@=-|B8 @ 32|

B Attachments [
- -

N e _ONfidential Message

Name = I Description | Modified

B4 it Use drag & drop t t thi ... Unk
\/% @3:0 msg se drag r.op 0 export this me. nknown From:

ppel xlsx Use double click to export this att...  Unknown
@rep\y.html Use double click to create an encr...  Unknown To:

est_document.docx e double click'ty export this att...  Unknown c
ﬁTest_documen‘ = Voo ool =Bl mxport this att.,  Unknown G
_‘?? Bren AR Subject: Message to show how to access secure messages
A’ Save Attachment...
Date: Oct 16, 2014 2:07 PM
k '%) Search Attachments. ..

Aftachments: Please use the attachments panel below.

{IF you cannot find an attachment view, please open tis document with Adobe Reader.)

Click right mouse on the attachment and save it on your computer. Navigate to the saved
attachment and open it with an appropriate application.

Please be aware that other pdf reader applications might appear in a different style. The

behavior of the attachments will be kept unchanged. Please refer to your application
how to proceed in this case.
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